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IN CONTROL. AT PEACE. NIXU DHCP SERVER

Nixu DHCP Server is a virtualizable DHCP software appliance streaming the operational routines
associated with running a DHCP service. With automated software update process and support for
centralized management via Nixu NameSurfer Suite IPAM, it slashes the Operational Expenses (OPEX)
associated with traditional DHCP server products.

Increase Level of Availability and Network Security with Nixu DHCP Server

The average number of IP addresses per user is constantly on the rise. This trend caused by the rapidly increasing
use of mobile clients, the introduction of IPv6 and the growing number of IP-based devices is expected to continue
growing dramatically over the coming years. This calls for resilient DHCP service that is efficiently managed and
can be scaled up easily to cope with increasing loads. Without such a service, workstations, WLAN-enabled
laptops, VoIP clients and other mission-critical devices will not be able to perform as intended. Nixu DHCP Server
introduces a new level of platform independence and simplifies the day-to-day management routines associated
with running a DHCP server while increasing network security and availability.

Nixu DHCP Server as Part of an End-to-End Nixu DDI Solution

Key Features

= GUI-based user-friendly management tools reducing OPEX

= Automated validation of DHCP configurations

= Support for all DHCPD options on global and subnet level
= Native support for asymmetric DHCP failover
= Support for dynamic DNS, DHCPv4 and DHCPv6
= Monitoring utility for IP pool utilization levels performance
= Monitoring utility for leases per second performance
Nixu DHCP Server = Support for centralized management via Nixu NameSurfer IPAM
= Scales up to hundreds of leases per second on a suitable platform
------------------------ = Distributed as software appliance with hardened Linux OS and IPS
= Supports any RHEL-compliant native or virtual x86-based platform
Nixu NameSurfer Suite = Automated software maintenance process to slash OPEX

Cwebur )(C cu HY(C am ) = Certified as VMWare and Citrix Ready
p

Failover
>

Nixu DHCP Server

Access Management

C Groups ) ( Users )
g J

e N
Remote Server Configuration
Manual editing Key Benefits
of DHCP fAni H H
configuration = Jump-start optimized and secure DHCP servers in minutes
g ) = Slash OPEX through automated software updates and
P < centralized management

E/ACdressIManagement = Manage DHCP service locally via user-friendly GUI or centrally

15‘;";'3‘ m from Nixu NameSurfer IPAM
- = Enhance availability with always-on DHCP service with native
owner, site, office failover support

/1P Address (TTIIIIIRIAET S = Monitor DHCP performance and pool allocation levels
11.2.35 m: = Support emerging networking standards (IPv6, DHCPv6)
Moo ST 4 = Run DHCP servers on native and/or virtual x86 platforms
b ’ = |[deal solution for cloud computing initiatives with virtualized
( Database ) DHCP service

(c) Nixu Software Oy Limited. www.nixusoftware.com Keilaranta 15, P.0.Box 39, FI-02150 Espoo, Finland.



N1XU DDI

200 2ssassasss 200101 - 2001010
W200 25525 =

manso msassasse

Subnet lists

N1XUu DDI
a

Subnet  Netmask  Addresses Active leases by range
1000 ssassassiz 1 10002 - 00010 95, Oinuse (0%)
Bz 2sassass e 3

inport Bepurt 10500 228280 25 192,166.0,100 — 192.158.0.200 101 %,

DHop Statstics lmaselon 20 250 192,166.10.30 — 152.168.10.40 -11

1m0 252552550 25
View lases mas0 a2 16
View lease istry mas0  sassasas s
Operaing Mode maise wsassasso ¢ N
splayng rons 18 of 5
Log out user 2dmin

View statistics

N 1XU DDI

Edit failover settings

Nixu DHCP Server

Browser

Web User Interface (PHP)

System Tools
DHCPD ] ﬁsudo, update] [Apache Weo
server
cron)

Embedded SQL Backend Database

DHCP traffic

Firewall & IDS

Yum, HTTP
Updates to OS

Linux Platform (CentOS based)

The architecture of Nixu DHCP Server

Platform Support
- Citrix XenServer
- VMWare Server & ESX Server
- Any RHEL-compliant x86 server

Note: Nixu software continuously develops its
products. For the latest information, please refer
to our website.
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Simplified Management
= Simplify DHCP server management process with:
- user-friendly GUI designed for system management
- tools and validations for advanced DHCP configurations
- automated log rotation
- built-in support for syslog forwarding
- easy backup process managed via GUI
- patch management with support for automated
software updates
= Convert dynamic IP allocations to static on the fly
= Provide real-time reports of allocated IP addresses
= Integrate Nixu DHCP Servers with central Nixu NameSurfer
IPAM overlay to:
- manage bindings beween subnets and individual DHCP
servers
- configure dynamic ranges for subnets managed in IPAM
- assign static IP addresses to clients based on MAC
authentication
- monitor subnet allocation levels in real-time
- receive alerts when pre-defined allocation levels are
exceeded
- monitor leases per second performance in real-time
= Manage DHCP failover pairs from a single GUI
= Practical migration tools available for MS DHCP and ISC-
DHCPD

Increased Security

= Secure access to Nixu DHCP Servers with built-in support for
SSL and user authentication

= Communicates with Nixu NameSurfer IPAM using signatures
and encrypted API connections

= Assign fixed IP addresses to clients using MAC authentication

= Built-in intrusion prevention system blocking abnormal
network traffic

High Availability & Scalability

» Simple backup facilitates quick disaster recovery

» Embedded SQL backend for high performance

= Deploy as highly available DHCP failover clusters on native
x86-based hardware

= Deploy as highly available virtual machine in VMWare or Citrix
environments

= Monitor DHCP performance centrally from Nixu NameSurfer
Suite IPAM module

= Monitor IP pool allocation levels centrally from Nixu
NameSurfer Suite IPAM module

= Scales to hundreds of leases per second on suitable platform

» Automatic configuration sync between DHCP failover clusters
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